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NAME
browse — Ivoke a lwowser to display a reference (URI/URL or file)

SYNOPSIS
browse[ ——file | ——uri ] [ ——baseb ] [ ——magic] [ —-relative ] [ ——relfile ] [ ——nochange] [ ——dir ] [
——browser] —- reference

DESCRIPTION
browseinvokes a lrowser to display a reference using the Secur®WBBER cownention. A *“reference’
is either a file or a URI/URLbrowsefirst corverts the gien reference into ardbsolute referenceif it’s
not already oneAn “absolute referenceis d@ther an absolute local pathname (a filenangirtveng with
"I") or an absolute URI/URL (which gs with laver case letters folleed by a ":").

After it's converted into an absolute reference,wse then xamines the the BRWSER erironment \ari-
able, which should contain a colon-separated series wfsBrocommand partsThese command parts are

tried in ordey executing each using /bin/sh, until one succeeds (returns 0); empty command parts (e.g., "::")
are ignored.In a command part, %% becomes a single "%", %c becomes a single ":", and "%s" becomes

the ‘escaped absolute refererida be viewed; a command part not\nag a "%s" has " %s" appended to

it. An “escaped absolute refereriés’an asolute reference with backslashes inserted before each charac-

ter special to the shell (to went certain security attacks).

If defined, the wlue of the evironment \ariable BROWSER_GO/ER_RIDE oerrides the walue
BROWSER, lut the \alue of BROWSER_O/ER_RIDE is not passed on toyabrowsers called by brese.
This supports'temporary werriding” of browsers.

If not told otherwise, brose will determine that a referencegbing with “/" is a filename and gihing
else is a URI/URL.Use --file or --uri to declare otherwisbrowse returns 0 (true) if a baser was suc-
cessfully ivoked, and non-zero &se) if one vasnt. This definition of ‘success’is determined by the
browsers selected,; if a baser considers displaying an error messagecess,t hen brevse will too.

OPTIONS
——file  The reference is a filename

——uri  The reference is a URI/URL
——url  Synorym for ——uri

——baseb
Set base ftarting point’) to b

——magic
If no base, 'www becomes ’http://wwwand 'ftp.” becomes 'ftp://ftp.

—-relative
If no base, don’prefix relatve URL references

——relfile
If no base, relatie URLs are prefigd with ‘file://’
(otherwise thg're prefised as "http://")

——nochange
Don’t change the reference inyaway other than shell escapes.

——dir  The base is a directgnyot a base document.

——browser
Don't set BROWSER if it's mot already set.

- End option processing.

EXAMPLES
Here are somexample usesFrom a shell:
[ usr/bin/browse -- "/etc/passwd"
/usr/bin/browse -- "http://ww. dwheel er. cont
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/usr/bin/browse --uri -- "$url"

/usr/ bin/ browse --base \
"http://ww. dwheel er. contfindex. htm " \
-- "dwheeler.htm"

In the last gample, the‘base’ document is used as the starting point (as though the user haetldicla
link in that document)In this case, the resulting document is "http://wemheeleicom/dwheelehtml”.

From C (note - dot'use system(3)):

execl ("/usr/bin/browse", "browse", "--", url, (char *) 0);
From perl (note - dohuse backquotes or single-parameter system()):

system("/usr/bin/browse", "browse", "--", url);

SECURITY

It is highly recommended that you use the -- option if yewiening references prxided by someone else.
Otherwise, attack's may create references thagibewith “--'’ to confuse this (and other) programs.
Unless directed otherwise, wse will corvert ary reference to an absolute reference (which does not
begin with “-’’), so no bravser will end up with**’’ as the first character

WARNING! From a non-shelldo not invoke this program through a shell - use wivatecall doesnot

invoke the shell. in C, avoid system(3); in Perl,va@id back-ticks and the singlegarment ersion of sys-
tem(). Otherwisean attackr could insert shell special characters into a link and force the user to a pro-
gram and aguments of that attaek's choosing.

By itself, this mechanism doesrprotect aginst typertet links such as'file:///dev/zero’, which provide
an infinite number of 8 (and may crash your baser). Ifprotection from this sort of thing is important to
you, either modify your brgser to protect itself, or modify your ERVSER \alue so that it first checks for
“ dangerous'r eferences.

AUTHOR

BUGS

browse was written by Daid A. Wheeler <dwheeler@dwheelgsm>, who also deloped the Secure
BROWSER specification.

None are knan. The heuristic comerting non-absolute references to absolute references iswd@ne
comple, but that seems urmeidable for ‘doing the right thing.

AVAILABILITY
You can get this program and related information from http://vdmkeeleicom/bravse.
SEE ALSO
uri(7)
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